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HUONCDAN
MOT SO BI~N PHAP KY THU~T CO BAN DAM BAo AN ToAN CHO

.CONG/TRANG THONG TIN DI~N TV
(Kern thea cong van s62-f3VBTTTT- VNCERT ngay 1~/7/2011

cua B¢ Thong tin va Truydn thong)

1. PH~M VI vA DOl TU<;1NG AP Dl)NG

1.1. Ph~m vi ap dl.mg
Tai li~u huang d~n nay duqc. xay d\IDg nh~m ml;!c dich cung c~p nhfmg

ki~n thuc va chi d~n ky thu?t ca ban vS vi~c dam bao an toan thong tin (ATTT)
d6i v&i h~ th6ng ph&n cling va ph&n mSm thuQc c6ng/trang thong tin di~n tu
(TTDT), cac yeu c~u thi~t l?p h~ th6ng phong thu va bao v~, qua do giup cac
don vi qulm ly c6ng/trang TTDT co th~ danh gia muc dQ ATTT va h,ra ch9n giai
phap phil hqp nh~m xay d\IDg mQt c~ngltrang TTDT an toano

1.2. D8i tU'Q'ng ap d1}ng

Cac c6ng/trang TTDT cua cac ca quan nha nuac va cac doanh nghi~p duqc
khuy~n cao t6 chuc thvc hi~n ap dl;!ng t6i da cac bi~n phap nay trong diSu ki~n
Cl;!th~ cho phep.

2. TONG QUAN VE CAC BI~N PHAP KY THU~T CO BAN DAM BAa
ATT.T CHO CONG/TRANG'TTDT

MQt ling dl;!ng web noi chung hay c6ng/trang TTDT noi rieng khi tri~n khai
duqc tren m~ng Internet ngoai y~u t6 ma ngu6n ling dl;!ng web, con co nhfrng
thanh ph&n-khac nhu: may chu phl;!c Vl} web, h~ quan tri ca sO:dfr li~u, ... Do
V?y, ffiQt c6ng/trang TTDT an toan doi h6i bim than ma ngu6n cua c6ng phai
duqc l?p trinh an toan, tranh cac 16i bao m?t xay ra tren ling dl;!ng web va cac
thanh ph~n b6 trq nbu may chu phl;!c Vl} web va h~ quan tri ca sa dfr li~u cho
frng dwig do cung phai dam bao an tgan. _

Cac bi~n phap dam bao ATTT cho c6ng/trang TTDT c&n duqc tri~n khai
cho toan bQ cac thanh ph~n cua c6ng/trang TTDT, bao g6m cac nQi dung sau
(xem hinh 1):



-
- -lfu6'lIg din dam bao AT'!'T Ch<lc3ng TTOT

Hinh 1. N9i dung dam bao ATTT cho c6ng/trang TTDT



- xac dinh c~u truc web: giup nguai qwin tri xac dinh dUQ'cm6 hinh
thi~t k~ web cua dan vi, qua do co bi~n phap t6 chuc mo hinh web hQ'Ply, tranh
dugc cac kha nang t~n c6ng leo thang d?c quy~n. - -

- Tri~n khai h~ th&ng phong thu: g6m hai nQi dung chinh la t6 chuc mo
hinh m~mg hQ'Ply va t6 chuc cac h~ -th6ng phong thu, giup nguai qwin tri co
cach nhin t6ng quan v~ toan bQ mo hinh m~mg cua c6ng/trang TTDT cua minh,
qua do t6 chuc mo hinh m~mghQ'Ply cling nhu thi~t d?t cac h~ th6ng phong thu
quan trQng nhu tUOng lua (firewall), thi~t bi phat hi~n/phong, ch6ng xam nh~p
(IDS/IPS), tuang lua muc irng d\mg web (WAF-web application firewall).

- Thi~t d~t va c~u hlnh h~ th&ng may chu an toan: day la mQt phan d.t
quan trQng trong vi~c dam bao v~n hanh mQt cdng/trang TTD1' an toano NQi
dung nay giup nguai quan tri c~u hinh h~ th6ng may chu mQt cach hqp ly, giam
thiSu kha nang bi tin t?C t~n cong ·vao may chu lam anh hu&ng den ho?t dQng
cua c6ng/trang TTDT

- V~n hanh frng dl}ng web an toan: trinh bay cac nQi dung co ban can
thvc hi~n dS v~n hanh mQt frng dl;lI1gweb an toano Nguai quan tri co thS tham
khao phan Phl;lll;lCI "Muai 16i ATTT ph6 bi~n tren c6ng/trang TTDT" dS qua
do nh~n di~n nguy co m~c 16i cua 'c6ng/trang TTDT t<;tidan vi, co bi~n phap
kh~c phl;lChqp ly ho?c sua d6i ma ngu6n web dS lo<;tib6 cac nguy co noi tren.

- Thi~t d~t va c~u hlnb cO'sO'dfr Ii~u an to~n: day cling la mQt ph§.n r~t
quan trQng trong vi~c v~n hanh ffiQtc6ng/trang TTDT. Co sa dfr li~u la noi lUll
trfr toan bQ dfr li~u quan tr9ng cua c6ng/trang TTDT, vi V?y thuang bi tin t?C tim
cach t~n cong va khai thac. NQi dung nay giup nguai quan tri hiSu yeu c§.u thiet
d?t hqp ly cho co sa dfr li~u, tninh cac 16i co thS d~n den kha nang h! t~n ·cong.

- Cai d~t cac u-ng ~l}.ilgbao v~: ngoai vi~c kh~c phl;lC16i cho cac thanh
phan- cua mQt c6ng/trang TTDT, nQi dung nay se trinh bay vi~c cai d?t cac irng
dl;lngbao v~ nhu h~ th6ng ch6ng virus (Anti-Virus) hay h~ th6ng phat hi~n xam
nh~p may tinh (Host Based IDS) nh~m bao v~ c6ng/trang TTDT ffiQtcach chu
dQng va t6ng quat.

- Thi~t I~p co' ch~ sao hru va phl}c hBi: Vi~c thi~t l~p ca ch~ saG lUll
thuang xuyen cho h~ th6ng nh~m giup lUll l?i cac tinh tr<;tng khi h~ th6ng ho?t
dQng 611dinh. Cac..oan saG lUll nay se duQ'c su dyng trong truang hqp kiSm tra
l6i h~ th6ng ho"?cphl;lCh6i h~ th6;g 0.1r<;tng thai truac khi 'bi t~n c9ng trong
truang hqp l6i khong thS kh~c phl;lChay sua chfra.

- MQt sa bi~n phap ky thu~t chAnitAn cong tir ch&i djch VI}: day la nQi
dung cu6i cling trong tai li~u nay nh~m cung c~p dinh huang nang cao nang IVf
ch6ng t~n cong tir ch6i dich V\lDoS va DDoS cho cac c6ng/trang TTDT.



3. NOI DUNG cAe BI:¢N PHAp KY THU~ T co BAN DAM BAoA TTT

3.1. Xac dinh e~u true eua web
MQt tmg d\lilg web khi tri~n khai, v~ co ban se co 3 lap nhu sau: lap trinh

di~n, lap tmg d1,lngva lap co So' dfr li~u.
LOp trinh diln (Web Server) la noi ma may chu cai d~t co tac d\lilg phl,lCV1,l

cac yeu ciu v~ Web hay noi cach khac, lap trinh di~n la may chu phl,lc V1,lweb
(co th~ la: IIS Server, Apache HTTP Server, Apache Tomcat Server, ...).

LOp zmg d¥ng (Web Application) la noi cac kich ban hay ma ngu6n phat
tri~n ra tmg d1,lngweb th\Ic thi (co th~ hi: ASP.NET, PHP, JSP, Perl, Python, ...).

LOp ca sa du li¢u (Database Server) la noi ma tmg d1,lngweb lUll trfr va
thao tac vai dfr li~u (thuemg dva tren n~n cac h~ quan tri co So' dfr li~u (CSDL)
nhu: Oracle, SQL Server, MySQL, ... ).

Vi~c ho~ch dinh t6t cac lap trong c~u truc web ~ong nhUng giu~ nguai C'
quan tri d~ v~n hanh ma con chu dQng trong phong, chong cac nguy co tfm cong
tu tin t~c. MQt s6 cach b6 tri lap thuemg g~p trong thvc tS nhu tren hinh ve 2.

M6i lap nen khai t~o mQt co chS phong thu rieng cho minh d~ ch6ng l~i
nhfmg hanh dQng khong duq'c phep ya khong nen "tin tuang" nhUng lap khac dS
tranh tinh tr~ng tk cong leo thang. MQt s6 kich ban thong dl,lng:

- Lap trinh di~n co th~ ap d~t co chS di~u.khi~n troy c~p tren mQt tai
nguyen. Vi dl,lkhi l~p chinh sach troy c~p mQt tai nguyen mlo do tren h~ th6ng,
ch~ng h~n nhu thu ml,lc /admin, co thS cai d~t c~u hinh lOp trinh di~n yeu ciu
xac thvc vai quy~n quan tri (administrator). f)i~u nay se h~n chS aM huang tu
lap tmg d1,lngco th~ sir d1,lngnhi~u Iqch ban d~ troy c~p dSn tai nguyen tren.

- Lap co So' dfr li~u co th~ cung c~p cac tai khoan khac nhau vai nhUng
quy~p. hanh dQng khac nhau. Vi dl,l nhu vai nhom nguai su dl,lng co ten tai c;
khoan chua duq'c chtmg th\Ic thi thiSt d~t quy@nth~p nh~t ia cLI c;{~th€ d9C~con
cac thao tac ghi, thay d6i, th\IC thi la khong duq'c phep. NSu tai khoan duq'c
chtmg th\Ic thi cling chi duq'c ghi, thay d6i, th\Ic thi tren CSDL da duq'c chi dinh
va chi co tac dl,lngtrong ph~m vi CSDL da duq'c c~u hinh tu truac.

- Cac lap khac nhau khong nen cho phep troy c~p dQc ho~c ghi bai lap
khac. Vi d1,l:lap triM di~n khong co kha nang troy c~p dSn t~p tin v~t ly duq'c su
dl,lng hill trfr dy ll~u t~i lap CSDL~ma _chi co kha llang troy c~p dfr li~u nay
thong qua cac troy v~n vai cac tai khoan phil hQ'P(truy c~p a c~p dQ ling d1,lng).
Cac dich V1,lgiao tiSp gifra cac lap tren c~p dQ m~ng cling nen duq'c IQc d~ chi
cho phep cac dich V1,lcin thiSt duq'c th\Ic thi. Vi d1,l:chi cho phep kSt n6i dSn h~
quan tri co So' dfr li~u SQL Server tren c6ng TCP 1433, con cac c6ng khac thi
phai duQ'c lQc ho?c khong cho phep.
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Hinh 2. Cae mo hinh tridn khai e6ng/trang TTDT



Vi~c phan tich cac mo hinh tren cho th~y, n~u gifra cac lap khong co S17
tach bi~t r5 rang thi khi m9t lap bi tin t~c t~n cong va chi~m quy@nki~m soat co
th~ d~n d~n cac lap khac cling bi anh hUOng theo. Vi dl;}truemg hqp t~t 'ca .-(mg

dVng web, co So' dfr li~u d@udugc d?t tren may chu phvc vv web thi khi tin t~c
t~n cong vao may chu phvc vv web co th~ d~n d~n ma ngu6n va co So' dfr li~u
cua ling dVng do bi xam ph?m. Do V?y, khi tri~n khai thl,fc tiSn nen thi~t k~ tach
bi~t d9C l?p theo mo hinh 3 lap dS tranh tinh tn;mg m9t lap bi t~n cong va chi~m
quy@nkiSm soM d~n d~n cac lap khac bi anh huOng. Vi~c phan lo?i d9C l?p 3
lap nhu tren se t?O di@uki~n thu?n 19i cho vi~c v?n hanh, bao tri h~ th6ng cling
nhu dS dang ap dVng cac bi~n phap bao v~ d6i voi m6i lap rieng bi~t.

Trong truemg hqp co kho khan, h:;mch~ v@ngu6n ll,fcxay dl,fllg c6ng/trang
TTDT thi v~n nen ap dVng t6i thiSu mo hinh hai lap voi lap co So' dfr li~u dugc
tach bi~t d9C l?p.

3.2. Tri~n khai h~ th8ng phong thu

3.2.1. r8 chuc mo hinh m(lng hfJP Ij
Vi~c t6 chuc mo hinh m?ng hqp ly co anh hUOng Ian d~n Sl,fan toan cho

cac c6ng/trang TTDT. Day la co sa- d~u tien cho vi~c xay dl,fllg cac h~ th6ng
phong thu va bao v~. Ngmii ra, vi~c t6 chuc mo hinh m?ng hqp ly co thS h?n ch€
dugc cac t~n cong tu ben trong va ben ngoai m9t cach hi~u qua.

~Fir ~ pp

mnh 3. M6 hinh mgng t6ng quan



Trong mQt mo hinh mSlnghqp ly c~n phai phan bi~t ro rang gifra cac vung
mSlng theo chuc nang va thi~t l?p cac chinh sach an toan thong tin rier:tg cho
tUng vung mSlngtheo yeu c~u thvc t~: -

- Vung mSlngInternet (hay Untrusted Network): con gQi la mSlngngoai.
- Vung mSlngDMZ Network: f)~t cac may chu cung c~p dich Y\l trvc ti~p

ra mSlngInternet nhu web server, mail server, FTP Server, v.v ...
- Vung mSlngServer Network (hay Server Farm): f)~t d.c may chu khong

trvc ti~p cung c~p dich V1,l cho mSlngInternet.
- Vung m~mgPrivate Network: f)~t cacthiSt bi mSlng, may trSlm va may

chu thuQc mSlngnQibQcua don vi.

MQt s6 khuy~n cao khi t6 chuc mo hinh mSlng:
- Nen d~t cac may chu web, may chu thu di~n tli (mail server), v.v ... cung

c~p dich V\l ra mSlngInternet trong vung mSlngDMZ, nh&m tranh cac t~n cong
mSlngnQi bQ ho~c gay anh huang tai an toan mSlngnQi b9 n~u cac may chu nay
bi cuap quySn diSu khi~n. Chu y khong d~t may chu web, mail server ho~c cac
may chu chi cung c~p dich V\lcho nQi bQca quan trong vting mSlngnay.

- Cac may chu khong trvc ti~p cung c~p dich V\l ra mSlngngoai nhu may.
chu lrng dl.,mg,may chu ca sa dfr li~u, may chu xac thvc v.v ... nen d~t trong
vung mSlng server network d~ tranh cac t~n cong. trvc di~n tu Internet va tu
mSlngnQi b9. f)6i vai cac h~ th6ng thong tin yeu c~u co muc bao m?t cao, ho~c
co nhiSu c\lm may chu khac nhau co th~ chia vting server network thanh cac
vung nh6 hon dQc l?p d~ nang cao tinh bao m?t.

- Nen thi~t l?p cac h~ th6ng phong thu nhu wOng Ilia (firewall) va thi~t bi
ph<ithi~n/phong ch6ng xam nh?p (IDS/IPS) d~ bao v~ h~ th6ng, ch6ng t~n c6ng
va x~m nh?P trai phep. Kliuy~n cao d~Lfirewall va IDS/IPS a cac vi tri nhu sau:
d~t firewall gifra dUOng n6i mSlng Internet vai cac vung mSlng khac nhim lwn
ch~ cac t~n cong tu mSlngtu ben ngoaj vao; d~t firewall gifra cac vung mSlngnQi
bQ va mSlngDMZ nh&mh~n ch~ cac dn cong gifra cac vting do; d~t IDS/IPS tSli
vung c~n theo doi va bao v~.

- Nen d~t mQt Router ngoai cling (Router bien) truac khi k~t n6i d~n nha
cung c~p dich V\l in!ernet (ISP) d~ IQc mQt s6 luu luqng khong mong mu6n va
ch~n nliUng goi tin-d~n tu nhUng dia~hi I? khong-h~ l~.

3.2.2. T8 chu'C cac h¢ thfJng phong thil

3.2.2.1. Firewall (Tuemg lua)
Firewallia mQt thiSt bi ph~n Clrngho~c mQt ph~n mSm ho~t dQng trong mQt

moi truOng may tinh n6i m~ng nh&m ngan ch~n nhUng luu luqng bi c~m bai



chinh sach an ninh cua mQt ca nhan hay mQt t6 chuc. Ml,lc dich cua vi~c su d\mg
Firewallla: :.

- BilOv~ h~ th6ng khi bi t~n congo
- LQc cac kSt n6i dva tren chinh sach truy C?PnQi dung.
- Ap d~t ca.c chinh sach truy C?P d6i voi nguO'i dung ho~c nhom nguO'i

dung.
- Ohi l:;iinh?t ky d~ h6 trg phat hi~n xam nh?p va di~u tra SlJ c6.
can thiSt l~p lu~t cho Firewall tir ch6i t~t ca cac kSt n6i tir ben trong Web

Server ra ngoai Internet ngo:;ii tm cac kSt n6i da dugc thiSt l?p - tuc hi chi tir
ch6i t~t ca cac goi tin TCP khi xu~t hi~n cO' SYN. Di~u nay se ngan ch~n vi~c
nSu nhu tin t~c co kha nang ch:;iycac kich bim ma dQc tren Web Server thi cling
khong th~ cho cac ma dQc n6i ngugc tu Web Server tra v~ may tinh cua tin t~c.

Tuy nhien, h:;inchS cua Firewall la co th~ lam ch?m qua trinh kSt n6i va
trong mQt s6 truang hgp d6i voi mQt s6 nguO'i co hi~u biSt thi co th~ vugt -qua
dugc Firewall. Vi thS can chu trQng dSn vi~c bao v~ h~ th6ng theo chi~u sau.

3.2.2.2. IDS/IPS (Thidt bi philt hi¢n/phong, ch6ng xam nh¢p)
Cac thiSt bi IDS co tinh nang phat hi~n d~u hi~u cac xam nh?P trai phep,

con cac thiSt bi IPS co tinh nang phit hi~n va ngan ch~n vi~c xam nh~p trai phep
cua tin t~c vao h~ th6ng. Nhu cac thiSt bi m:;ing, ID~/IPS cling co th~ bi t~n cong
va chiSm quy~n ki~m soat va do do bi vo hi~u hoa bai tin t~c. Vi V?y can thiSt
dam bao thvc hi~n mQt s6 t.ieu chi khi tri~n khai va v?n hanh, g6m:

- Xac dinh cong ngh~ IDS/IPS da, dang ho~c dV dinh tri~n khai.
- Xac dinh cac thanh phful cua IDS/IPS.
- ThiSt d~t va c~u hinh an toan cho IDS/IPS.
- Xac dinh vi trf hgp ly d~ d~t IDS/IPS.
~- Co co chS xay dvng, t6 chuc, qu:in ly h~ th6ng lu?t (rule).
- H:;in chS th~p nh~t cac tinh hu6ng canh bao nh~m (false positive) ho~c

khong canh bao khi co xam nh?P (false negative).

3.2.2.3. WAF (Tuimg lira zmg d¥ng web)
MQt WAF thuang la mQt ph~n mSm, hay mQt thanh ph~n nhung dugc cai

ngay tren may chu phl,lc Vl,lweb. Doi khi WAF cling dugc cung c~p nhu mQt
thiSt bi -phk cUng-co cai d~t s~n ph~n m~m ben trang. WAF hO:;itdQng b~ng
cach su dl,lng mQt bQ lQc voi cac "lu~t" duQ'c dinh nghia truoc ho~c' do nguO'i
dung them vao d~ giam sat cac dfr li~u trao d6i voi lIng dl,lng web thong qua
giao thuc HTTP. Nhfrng quy tic nay co th~ giup phat hi~n va ch~n cac truy v~n
nh~m t~n cong vao cac l6i ph6 biSn nhu Cross-site Scripting (XSS), SQL
Injection, OS command Injection, Path Travesal, ... cling nhu mQt s6 16i khac
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d ~ t d nh "OWASP T ',:.,0"UQ'C neu rong a ml,lc op .
(http://en.wikipedia.org/wiki/Application firewall)

Cac dfr Ii~u di vao ho?c di ra kh6i ling d\lng web se duqc WAF ki~m tra so
sanh v6i cac d~u hi~u duqc dinh nghla s~n va quy~t dinh cho phep dfr Ii~u di qua
hay ch?n cac dfr li~u d6 l?i. Day la mQt qua trinh lQCma cac thi~t bi tuemg Ilia
lap du6i khong th\1'chi~n duQ'c.Vi~c tri~n khai WAF se ph~n nao h?n ch~ duQ'c
cac sai s6t cua nguai l?p trinh ling d\lng web. Cac WAF nen duQ'Ccai d?t gifra
m6i lap trong ki~n truc web.

Xem thong tin tham khao vS cac WAF t?i Ph\ll\lc II.

3.3. Tbi~t d~t va cAu binb b~ tbang may cbii an toan

. : D€ 'V'?h 'hirih mQt may chu an toan, vi~c c~n luu yd~u tien Iii luau c~p lih~t
phi en ban va ban va m6i nh~t cho h~ th6ng. Ngoai ra, voi m6i lo?i may chu khac
nhau se c6 nhfrng bi~n phap thi€t d?t va c~u hinh C\lthS dS dam bao v?n hanli an
toano

3.3.1. H? thang may chu Linux
D6i voi h~ th6ng cai d?t moi thi phai dam bao mQt s6 yeu c~u sau:.
+ Kha nang h6 trQ'tir cac ban phan ph6i (thong tin va 16i, thai gian C?P

nh?t, nang c~p, kenh thong tin h6 trQ'kYthu?t).
+ Kha nang tuang thich voi cac san phAm cua ben thu 3 (tuang thich

gifra nhan h~ di~u hanh voi cac ling d\lng, cho phep ma rQng module).
+ Kha nang v?n hanh va su d\lng h~ th6ng cua nguai quan tri (th6i

quen, kYnang sli d\lng, tinh ti~n d\lng).
T6i Uti h6a h~ diSu hanh vS cac m~t sau:
+ Chinh '~~~hm?t khku: su d\lng co ch€ m?t khku phuc t?P (tren 7 ky tv

va bao g6m: kY t\1'hoa, ky tv thuemg, ky tv d?c bi~t va chfr s6) nh~m
ch6ng l?i cac kiSu t~n cong brute force.

+ Tinh chinh cac thong s6 m?ng: t6i Uti h6a mQt s6 thong tin trong t?P
tin /etc/sysctl.conf.

+ Cho phep ho~c khong cho phep cac dich V\l truy c?P d~n h~ th6ng
thong quahai t?P tin /etc/hosts. allow va /etc/host.deny.

+ GO' b.6 c~c dich V\lkhong c~n thi~t: vi~c go b6 cac g6i, dich V\lkhong
c~n thi~t se h?n ch€ kha nang ti€p c?n cua ke t~n cong va cai thi~n
hi~u nang cua h~ th6ng.

+ DiSu khiSn truy C?p: chi dinh cac truy C?P duqc phep d€n h~ th6ng
thong qua t?P ti~ /etc/security/access.conf, /etc/security/time.conf,



letc/security/limits.conf, gi6i h?n tai khoan duQ'cphep su d\lng quy~n
sudo thong qua t?P tin letc/pam.d/su.

+ SU dVng k@tn6i SSH thay cho cac kenh k@tn6i khong an to~nnhu
Telnet, FTP, v.v ...

+ Quan ly h~ th6ng ghi nh?t -ky (log) mQt cach t?P trung va nh:lt quan
nh~m phvc vv cho mvc dich di~u tra khi co Sl;Ic6 xay ra.

3.3.2. H~ thiJng may chu Windows
May chu Windows duQ'c su dVng kha ph6 bi@n,vi~c bao v~ cho may chu

Windows la thl;Ic Sl;Ic~n thi@t.DS dam bao cho h~ th6ng c~n thl;Ic hi~n mQt s6
bi~n phap sau:

- D6i v6i cac dich vv va c6ng:
+ Cac dich vv dang ch?y thi@tl?p v6i tai khoan co quy~n t6i thiSu.
+ Vo hi~u hoa cac dich V\l DHCP, DNS, FTP, WINS, SMTP, NNTP,

Telnet va cac dich V\l khong c~n thi@tkhac n@ukhong co nhu c~u su
dVng.

+ N@ula lIng dVng web thi chi ma c6ng 80 (va c6ng 443 n@uco SSL).
D6i v6i cac giao thuc:
+ VO hi~u hoa WebDAV n@ukhong su dVng bai lIng dVng nao ho~c nSu

no duQ'cyeu c~u thi no phai duQ'cbao m~.
+ VO hi~u hoa NetBIOS va 5MB (dong cac c6ng 137, 138, 139, va

445).
Tai khoan va nhom ngu6i dung:
+ GO' b6 cac tai khoan chua su dVng kh6i may chu.
+ VO hi~u hoa tai khoan Windows Guest.
+ D6i ten tai khoan Administrator va thi@tl?p mQt m?t kh~u m~mh.
+ V0 hi~u hoa tai khoan IUSR _MACHINE n@uno khong duQ'c su dVng

bai lIng dVng khac.
+ N@umQt ling dVng khac yeu c~u truy C?P anonymous, thi thi@tl?p tai

khoan anonymous co quy~n t6i thiSu.
+ Chinh sach v~ tai khoan va m?t kh~u phai dam bao an toan, su dVng
_ ca ch@I1J~tkh~u phuc t?P (tren 7 kY tl;Iva bao g6m: ky tl;Ihoa, ky tv

thu6rrg, ky tl;Id~c bi~t va cnfr.s6). -
+ Phai gi6i h?n Remote logons. (Chuc nang nay phai duQ'c gO' b6 kh6i

nhom Everyone).
+ T~t chuc nang Null sessions (anonymous logons).
T?p tin va thu mvc:



+ T~p tin va thu ml,lcphai n~m tren phfm vung djnh d?ng NTFS.

+ T~p tin nh~t ky (log) khong n~m tren phan vung NTFS h~ th6ng.
+ Cac nhom Everyone bi gi6i h?n (1G.1.ongco quy~n truy c~p VaG

\Windows\system32).
+ MQi taikhoan anonymous b! cam quy~n ghi (write) VaGthu ml,lcg6c.

- Tai nguyen chia se:
+ Go b6 tat ca cac chia se khong su dl,lng (bao g6m ca chia se mi[tc

dinh).
+ Cac chia se khac (n~u co) d.n duqc gi6i h?n (nhom Everyone khong

duqc phep truy C?p).
- Cac phi en ban va 16i:

+ C?P nh?t cac phien ban m6i nhat.
+ Theo doithong tin C?Pnh?t tu nhi~u ngu6n khac nhau.
+ Nen tri~n khai C?P nh?t tren h~ th6ng thu nghi~m tru6c khi C?P nh?t

VaGh~ th6ng th?t.

3.3.3. May chit web

3.3.3.1. May chit ]18:
May chu IIS duqc su dl,lng kha ph6 bi~n hi~n nay tren cac may chu

Windows. f)~ bao v~ cho may chu IIS c~n thvc hi~n·mQt s6 bi~n phap sau:
- Nen su dl,lngcac gi.ao thuc ma hoa nhu SSL hoi[tcTLS nh~m ma hoa cac

k~t n6i an toano
- C~n thi~t l?p cac thuQc tinh trong Audit Policy tren may chu I~S trong

moi truang lam vi~c dam bao toan bQ thong tin cua nguai dung khi dang nh?p
( VaGh~ th6ng s~ 'd~ti dUqcghi l~i. Tat ca nhfmg dfr li~u khi truy C?Pd"Suduqc ghi

l?i nll?t kY.
- C~n thi~t l?p "Deny access to this computer from the network", v6i thi~t

l?p nay se quy~t dinh nhUng tai khoan nao bi cam truy C?P t6i m~y chu IIS tu
m?ng va cac tai khoan nguai dung se bi h?n ch~ va dam bao tinh bao m~t cao
han. Sau day la nhfrng tai khoan nguai dung c~n phai thi~t l?p ch~ dQ carn neu
tren: ANONYMOUS LOGON, Built-in Administrator va Guest.

- Nen t~t tat-ca chi ti~t thong ~bao 16i ma ~o kha nang _dua ra qua nhi~u
thong tin. Vi~c-Qua ra qua chi ti~t cac thong bao 16ise d~n d~n vi~c cac tin t?C
co th~ lqi dl,lngd~ tim hi~u thong tin v~ h~ th6ng.

- Nen cai d?t thu ml,lc g6c cua Ung dl,lng web tren phan vung ma co dinh
d?llg NTFS, b6i vi khit nang ki~m soat quySn truy C?P tren h~ th6ng t?P tin v6i
phan vUng dinh d:;mgNTFS m?nh han so v6i cac dinh d?llg FAT, FAT32. Khi



da d.i d~t thu mvc g6c tren phan vung NTFS thi cling phai thi~t l?p quy~n truy
C?P th~p nh~t cho thu fiVCg6c nay, tninh truemg hqp th~ m\lc g6c cua tmg d\lng
web dugc m~c dinh la Everyone: Full Control.

- Trong IIS co r~t nhi~u thanh ph~n (module) b6 trg. Nen go b6 nhUng
thanh ph~n khong c~n thi~t ra kh6i ns dugc cai d~t, vi nhUng thanh ph~n nay
khi bi 16i co kha nang d~n d~n IIS bi t~n cong va chi~m quy~n ki~m soM mQt
cach gian ti~p.

- Nen cai d~t URLScan d~ b6 sung them nhi~u tinh nang bao m?t cho IIS.

3.3.3.2. Apache HTTP:
MQt s6 bi~n phap c~n thlJc hi~n nh~m bao v~ may chu Apache HTTP mQt

cach an toan:
- T6i Uti hoa vi~c su d\lng cac thanh ph~n (module) b~ng vi~c go b6 nhUng

thanh ph~n khong c~n thi~t. MQt ~6 thanh ph~n khuy~n cao nen go b6 ra kh6i
Apache la: mod _userid, mod_info, mod_status, modjnclude.

- Gioi h:;mcac quy~n troy C?p: T:;locac tai khoan, nhom ngU<Jidung rieng
(khac root) d~ thlJc thi apache. Khong cho phep Slr d\lng cac tai khoim nay d~
dang nh?P b~ng cach chinh sua nQi dung trong t?P tin passwd.

- Di~u khi~n truy C?p: Su dWig cac chi m\lc (Directory) d~ di~u khi~n qua
trinh troy C?P d~n cac thu m\lc h~ th6ng c~n h:;ln~hS quy~n tham nh?P (vi dv
nhu cac thu mvc: root, admin, administrator). Khong cho phep duy~t qua thu
m\lc g6c (root). C~u hinh qugc thiSt l?p trong t?P tin c~u hinh httpd.conf:
<Directory/>

order deny, allow
deny from all

</Directory>
<Directory /www/htdocs>

_ order allow, deny
allow from all

</Directory>

r.·..·..
~

- H:;ln ch~ t6i da ·vi~c su d\mg cac IlJa ch<;nl(option) sau: MultiViews,
ExecCGI, FollowSymLinks, SymLinksIfOwnerMatch. Go b6 t~t ca cac trang
html m~c dinh, huang d~n su d\lng, thong tin lien quan v~ web server, di~u
khi~n Server Status, Server Information. T~t chuc nang HTTP TRACE. Bao v~
cac t?P tin c~u hinh .htaccess.

- T6 chuc qua trinh ghi nh?t leY: C~u hinh Error Log, C~u hinh .Access Log
theo mQt s6 ggi y sau:

i--i---------------------------------------------------------------------------------------------------------------------
,
: # LogLevel: Control the number of messages logged:to the error_log.
: # Possible values include: debug, info, notice, warn, error, crit,
I

: # alert, emerg.
-._------------.-------------._.-------------------.--------.-----------------------------------------------------------



LogLevel notice
Logformat "%h %1 %u %t \"%r\" %>3 %;:, \"%{Referer}=-\" \"%{User-l\.gent}i\...""_
combined
CustomLog log/access_log combined

-~-------~--D6i-~6C~~·t-~6-t~-~~g-th6-~g-ti:r;--~~~--~~-h6~--t~~y-~~p-~-6--t-h~-;fr -d-V:r;g-q~~-
SSL/TLS nh6 module mod ssl.

- H~n ch@cacthong tin vS Web Server:
!-s~-~~-~;T~k~~'~--P;~d---------------------------------------------------------------------------------------------
: ServerSignature Off--------- .. -----,-----------------------------~--?-----------------r-----'---------------------------------------------~

- Dieu chinh ca.cthong so toi Uti: mot so thiet l~p tham khao:
+ Thong s6 timeout::-T i~~-~~t--i-o-------------------------------------------------------------------------------------------------------~-------------+--Th6-~g-~6-K~~pA-li-~~~-------------------------------------------------------------------------

,-----------------------------------------------------~------------------------------------------------------------------~
: KeepAl ive On :-------------+-,Th6~g-~-6-M~~K~~p-Aii~~R~q~~;t~~-----------------------------------------------------'
------.---.-.---.--------.-----------------------------------------------------_.----------------------------------------

j MaxKeepAli veRequests 100-------------+--Th6~i~-6-K~-~pA-ii-~~Ti~~~-~t-:-------------------------------------------------------------'
: KeepAliveTimeout 15
, ~ J

+ Them cac thong s6 sau:
: LimitRequestline 512
:LimitRequestFields 100
fLimitRequestFieldsize 1024
:LimitRequestBody 102400

3.3.3.3. Apache Tomcat:
MQt s6 bi~n phap c~n th\Ic hi~nnh~m bao v~ may chu Apache Tomcat mQt

cach an toim:
- GO' b6 cac ta~nguy'erikhong lien quan: Trong qua trinh cai d?t co th~

xu~t -hi~n cac tmg d\lng mfru, tai li~u huang dfrn va mQt s6 cac thu m\lc khong
c~n thi@t'khac. Vi v~y c~n gO' b6 cac t~p tin, thu m\lc nay nh~m El':1nch~ th~p
nh~t nguy co bi khai thac thong-tin lien quan d@ntmg d\lng dang su d\lng:
-----_._-----------------------------------------------~-------------------------------~-------------------------------
$ rm -rf $CATALINA_HOME/webapps/js-examples \
$CATALINA_HOME/webapps/servlet-example \
$CATALINA_HOME/webapps/webdav \
$CATALINA_HOME/webapps/tomcat-docs \
$CATALINA_HoME/weQapps/balancer \
$CATALINA_HOME,Lwebapps/ROOT/adrnin '\
$CATALINA_HOME/webapps/examples--------~--Oi6i-h?:r;-~~~-th6-~iii~ -~S-h~-th6~g~-------------------.------------------------------------

+ Thay d6i thong tin server.info.
+ Ti@nhanh dong goi l~i t~p tin CATALINA_HOME/server/lib/catalina.jar

sau khi da:sua d6i nQi dung file ServerInfo.properties. Vi d\l:



- - - - - - - - - - - - - - - - - - - - - - - - - -- - - - - - -- - - - - - - - - - - - - -- - - - - - - - -- - - -- - - - - - - - - - - - -- - - - - - -- - - - - - - - - - - - - - - - - - - - - - - -- - - - - - - - - - - - - - - --,cd CATALINA~9ME/server/lib

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - .- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - .- - - - - - - - - - - - - - - - -'

+ Trang t~p tin ServerInfo.properties thay doi gia tri server.info thanh
gia tri server.info=Apache Tomcat, sau do dong goi l?i catalina.jar:

,--~--.---------------------------_.----------------------~--------------------------------------------------------------~: jar uf catalina. jar org/apache/catalina/util/Serverlnfo.properties :-------------+--Th~y--d6i- -th6-~-g--ti~-t~-~~g--~~-~~~~-.~~~b~;.--Th~~~--ti~h-th~y--d6i-~U~g-~
tuang tll nhu thong s6 server.info. Vi d\l:

-----------------------------------------------------------------------------------.-----------------.-------------------: cd CATALINA HOME/ server /lib, -
: jar xf catalina. jar org/apache/catalina/util/ServerInfo.properties

+ Trong t~p tin ServerInfo.properties them thuoc tinh
server.number=<Version>, sau do dong goi l?i catalina.jar:

~--j- ~~ - -~f--~~-t~-ii-~~:j- ~-; - -~:;g-i~p~-~h~i~-~t-~i-i~~;-~ti-iis;';~-;~-;I-~f~-.-p-;;-p;';~t-i;';~-----------------:
-------------+--1~h~y-d6i-th6~g--ti~--t~;~g--~~~-~~-.b~iit~-Th~~~-ti-~h-~~y--~~~g-~1p-th6~g--

tin vS thai gian ma Tomcat dugc bien dich va dong goi. Vi d\l: (~
-----------_.------------------------------_.---------------------------------------------------._-----------------------: cd CATALINA HOME/server/lib
, - -
: jar xf catalina.jar org/apache/catalina/util/Serverlnfo.properties

+ Trong t~p tin ServerInfo.properties them thuQc tinh server.built=<
BuildDate>, sau do dong goi l?i catalina.jar:

;- j- ~-; - -~f- ~~t~-ii-~~:-j-~-;--~:;gi~p~-~h~i~~t~ii~~-i0-ti-iis;,;~-;~-;r-~f;-.-p-;;-p~~ti~~-----------------:
'---------~-B~~-~~-~6~g-sh{;td~~~;----------------------------------.-------------.-------------------------'

+ Apache Tomcat su d\mg c6ng 8005 dS tiSp nh~n cac yeu c§.u
shutdown. C~p ph~t thuQc tinh shutdown trong t~p tin server.xml a
$CATALINA HOrv1E/conf/server.xml:

._-------------------------------------_.---------------------------------------------------------------------------------: <Server port="800S" shutdown="NOSHUTDOWN"> ,'-------------+-ii~~~-b6-~h~~-~~~g-~h~td~~~-t~~~-~6~g-~~y:--------------------------:-------------'
i~~~~~~~~~~~~~~~~~~~~'~~~~~'~~~~~~~~~~~~~~~':~~~~~~?~~~'~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~J C

"- Bao v~ diu hinh Apache Tomcat:
+ Gi6i h?n troy c~p dSn $CATALINA_HOrv1E: Gan quySn sa hfru cho

tai khoan tomcat_admin:tomcat; go b6 cac quySn d9C, ghi, thllc thi;
go b6 quySn ghi d6i v6i nhom:

______________________________ • 4 _

:chown tomcat admin.tomcat $CATALINA HOME
,- -:# chmod g-w,o-rwx $CATALINA_HOME
-----------~+- -Gi6i--h?~-t~y-~~p--d~~-$CATALINAj3A-SE; -G~~--q~yS-~--~6-h~ -~h~-

tai khoan tomcat_ admin:tom~at; go bo CaS quySn Q9C,ghi, thvc thi;
go b6 quySn ghi d6i v6i nhom:-

# chown tomcat_admin.tomcat $CATALINA_BASE
# chmod g-w,o-rwx $CATALINA_BASE



+ Gi6i h:~mtruy C?P dSn thu m\lc c~u hinh Tomcat: Gan quy~n sa huu
cho'tai khoan tomcat_ admin.tomcat; gO' b6 cac quy~n d9c, ghj, t~l!c
thi; gO' b6 quy~n ghi d6i v6i nhom:

# chown tomcat_admin:tomcat $CATALINA_HOME/conf
# chmod g-w,o-rwx $CATALINA_HOME/conr

-------------~-Gi?i~-h~~-t~y -~~p-~d~~--th~--~-~~-~h{;~--~-~~-t~p--ti~-~~t- i~--(i~g)~-Gan

quySn'sa hfru cho tai khoan tomcat_ admin:tomcat; gO' b6 cac quy~n
d9c, ghi, thl!c thi:

# chown tomcat_admin:tomcat $CATALINA_HOME/logs
# chmod o-rwx $CATALINA_HOME/logs

-------------~--cii&i-h~~-t~y -~~p-d~-~-th~-~~~ -~h~~-~~~-t~p-ti~-thv~ -th-i-:-G~~-q~y~~-~-&
hfru cho tai khoan tomcat_ admin:tomcat; go b6 cac quy~n d9C, ghi,
thl!c thi:

# chown tomcat_admin:tomcat $CATALINA_HOME/bin
# chmod g-w,o-rwx $CATALINA_HOME/bin

-------------~-<ii&i-h?~-t~y- ~~p-d~-~-th~ -~~~-~h(;~-~g -d~~g-~-~b~-C;~~-q~yS~-~&-hili:;
cho tai khoan tomcat_admin:tomcat; gO' b6 cac quy~n d9C, ghi, thl!C
thi:

# chown tomcat_admin:tomcat $CATALINA_HOME/webapps
# chmod g-w,o-rwx $CATALINA_HOME/webapps

-------------~--cii&i-h?;{-t~y -~~p-d~~--t~p-ti~-~~~-t-~~t:~i:--G~~-q{;;;€~-~-&-h~- ~h~ -ti-i-

khoan tomcat_admin:tomcat; gO' b6 cac quy~n d9C, ghi, thl!c thi; go
b6 quy~n ghi d6~v6i nhom:

# chewn tomcat admin:tomcat $CATALINA HOME/conf/centext.xml- -
# chmed g-.w,()_-rwY,-$CATALINA_ HOMEI conf Icontext .xml

-------------~--cii&i--h~~-t~y -~~p--d~~-t~p-ti~-i~ggi~g.p~~p~rti~~~--ci~;{-q{;yS~-~6-hfru

. cho tai khoan. t<;>I.IlCat_admin:tomcat; gO' b6 cac quy~n d9C, ghi, thl!c
thi; gO' b6 quy~n ghi d6i v6i nhom:

# chown tomcat_admin:tomcat $CATALINA_HOME/cenf/legging.properties
# chmed g-w,e-rwx $CATALINA_HOME/conf/legging.properties

-------------~--cii&i-h~;{-t~y -~~p--dS~-t~p-ti~-~-~~~~:~;;;l:--G~~-q~y~~--~&-h~ -~h~--t~i-

khoan tomcat_ admin:tomcat; gO' b6 cac quy~n d9C, ghi, thl!c thi; gO'

b6 quy~n ghi d6i v6i nhom:
# chown tomcat_admi~:tomcat $CATALINA_HOME/cenf/server.xml
# chmed- g-w,o-rwx $CATALINA_HOME/canf/server.x~l

-------------~--cii&i-h~~-t~y -~-~p-d~~-t~p -ti~-f~~~~t~-~-~~~~:~;;;l:--cii;{-q~y€~-~&-h~- ~h~-
tai khoan tomcat_ admin:tomcat; gO' b6 cac quy~n d9C, ghi, thl!c thi;
gO' b6 quy~n ghi d6i v6i nhom:

-------.---------------------------------------------------------~------------------------------------------------------# chown tomcat_admin:tomcat $CATALINA_HOME!cenf/tomcat-users.xml
# chmod g-w,o-rwx $CATALINA_HOME/conf/tomcat-users.xml



+ Gi6i h~n truy C?P d~n t?P tin web.xm1: Gan quy~n sa hfru cho t;ii
kho'an tomcat_ admin:tomcat; gO' b6 cac quy~n dQc, ghi, thvc thi; gO'

b6 quy~n ghi d6i v6i nhom: .

# chown tomcat admin:tomcat $CATALINA HOME/conf/web.xml- -
# chmod g-w, o-rw~ $CATALINA _ HOMEI cOl1-f/web.xml

3.4. V~n hanh .rng dl}ng web an toan

3.4.1. KiJm tra hOlJtil~ng web an toan

DS dam bao cho tmg d\lng web v?n hanh an to~m,tranh dugc d.c nguy co
t~n cong tu ben ngoai h~ th6ng co thS ti~n hanh cac bu6c co ban sau:

- KiSm tra vi~c 1(>thong tin nh~y cam qua cac cong C\ltim ki~m, bu6c nay
nh~m dam bao tmg dVng web se khong hiSn thi cac thong tin rieng nhu phien
ban, c~u truc thu m\lc, v.v .. 0 1en k@tqua cua cac cong C\ltim ki~m.

- KiSm tra chuc nang dang xu~t, dang nh?p co hoan thanh dung nhi~ni V\lC'
hay khongo

- Thi@td?t cac quy~n truy C?P thich hgp vao cac t?P tin va thu m\lc nh~y
cam. Xoa cac t?P tin sac 1uu d\1phong ra kh6i h~ th6ng.

- Su d\lng CAPTCHA va ch~· d(>m?t kh~u m~nh nh~m tranh truang hgp
vugt qua CAPTCHA hay doan dugc m?t kh~u ng~n (khong cho phep nguai
dung d?t m?t kh~u y@u)o .

- KiSm tra qua trinh quan ly tai khoan va phi en cua tmg d\lng, vi~c truy~n
gui nhUng thong tin quan t~Qngnhu ten dang nh?P va m?t kh~u c~n dugc ma hoa
nh~m tranh tinh tf?ng nghe len dfr li~u tren duang truy~no Ben c~nh do vi~c c~p
phat va ma hoa phien dang nh?P cho nguai dUng cling c~n dam bao' an toan
nh~m tranh tinh tr~g tin t?C doan hay gia m~o phien. (

.- Xac dinh 10~i ma ngu6n h6 trg web (JSP, ASP, PHP, 00') va kiSu .:/
framework phat triSn web (ma ngu6n ma, t\1 phat triSn, 000) dS co bi~n phap bao
,v~ hgp 1ycling nhu C?Pnh?( kh~c ph\lc cac 16h6ng dugc phat hi~n.

- Xay d\lTIgho?c triSn khai m(>t h~ th6ng may chu Proxy dung dS ch~c
dng cac k~t n6i tu ben ngoai vao va tu ben trong ra se dugc giam sat dS tranh
cac m6i de dQa cling nhu di~u tra nguyen nhan khi h~ th6ng bi t~n congo

- -N@uco nhiSu website dugc d?t chung tren may chu web, c~n co bi~n
phap cach ly cae website nay ra, nhim earn bao n~u "Co m(>t~ebsite bj t~n cong
va chi@mquySn kiSm soat thi cac website con l~i se it bi anh huang.

- Thi~t k~ trang bao 16i chung dS tra v~ cho t~t ca cac 16i ma h~ th6ng co
thS g?P phai. Bi~n phap nay nh~m giam nguy co bi t~n cong d\1a theo thong bao
16i cua Ung d\lng.



3.4.2. Khiic phflC cac 19iphb biin tren web
Trong thing web thuemg co cac di~m cho nguai dung nh~p dfr li~u v}l.onhu

ml,lc "dang nh~p", ffi1,lC"tim ki~m", ffi1,lCID bai vi~t tren URL, v.v ... Ngoai ~i~c
giup cho nguai dung dS dang tuang tac vai {mg d1,lng web, cac m1,lc nay n~u
khong dm;rc quan.lY ch;fttche se tn) thanh mQt nguy ca Ian d~ thvc hi~n cac cUQc
t~n cong VaGling d1,lngweb. Cac dfr li~u b~t hqp phap nen duqc 19Ctruac d~ b6
qua khong dua VaGtroy v~n trong ca sa dfr li~u nhu cac sieu ky tv, cac bi~u thuc
chinh quy, cac kY tv duqc ma hoa, ... nh~m tranh cho ling d\mg truac nhfrng

,
nguy ca tan congo

Co th~ su d1,lngbi~u thuc chinh quy (ap d1,lngcho t~t ca cac ngon ngfr l~p
trinh) d~ thvc hi~n cac cong vi~c nay. Vi d1,l,su d1,lngbi~u thuc chinh quy dS 19C
cac sieu kY tv:

~.~:. ('('\ '1') '1'( '\%'7~)' '1'(\ <')' '1'("'%3;')' i' (,,'i 3~')"i'; i' ('.') '1'('\ %'6C)i'l' ('i E:i i'(,,'i '2 i5\%'26' i.) ,
........ 'H~~~'dS'q~y'd!~ 'gf~'t~{~~t'kh~~'cl;~p'v~o':vi'd~;'~h~'ph6p'~~t'kh~~'t~'4"
d~n 8 ky tv g6m chfr thuemg va chfr hoa:

---------------------------.---.--------------------------.-------.------------------------------------------------------
: A(?=.*\d) (?=.*[a-z)) (?=.*[A-Z)) .{4,8}$

' --CG~g'~6'thS's~'dVng'f,'i'S~'th(i~'~hillh'q~y'dS'iQ~'t~n'~6ng'Path'T~av~~s~i~ ,
:"\ ;,;;'('(,,'i5 ;')' i'(,,'j)' i' ('\'i 2'£')'i'r'\'\ \'j)' ('f \''- \~') '1'( \ %2'~\'i 2'~.).) ;
------------------------7--------------------------~-----------------------------------------------------------------.---

Ho;ftc lQc tan cong chia nh6 hoi dap HTTP (HTTP Response Splitting):
,---------_._--------------------.----------------------------_. __ ._--------_._-------------------------------------------~
: (((\%Od)+)((\%Oa)+))+\w*(\:) :

' 'T~~ng'~'6''~'{r'&i"16i'ATTi' 'pl;b-'f,'fSn't~~~''~6ngit~~~g''TTDT:' ~6 i'i6i'.~~.~'6'~
nhUng bi~n phap rieng dS kh~c ph1,lcnhu sau:

- Tin cong Injection (bao g6m cac kidu tin cong nhu SQL Injection; OS
Injection, LDAP Injection):

+ Giai,·h?n quySn troy c~p CSDL va phan quySn gifra cac tai khoan
nguai dung, diSu '~ay'giup giam kha nang khai thac CSDL cua tin t;ftc
ngay ca khi da thvc hi~n thanh cong l~nh Injection.

+ Su d\mg thu tl,lC lUll tm dS dam bao cac cau l~nh SQL tu ling d1,lng
duqc lUll tm va triSn khai a may chu CSDL, diSu nay giup cho dfr li~u
do nguai dung nh~p VaGkhong thS duqc tuy chinh duai d;;mg mQt cau
l~nh SQL. DS lam duqc diSu nay, ling d1,lngphai duqc dinh d~mg dS
Slr d1,ln~fihfrng thu t1,lClUll trfr vai giao di~n an toan nhu cau l~nh
Callable cua JDBC hay l~nh Object cua ADO.

+ Su d1,lngbiSu thuc chinh quy dS ph:it hi~n t~n cong SQL Injection:

:86i vai cac sieu kY tV:
--------------------_._-.---------------_._--------_.--------_._----------------_.--------_. __ ._-------------------

(( (\%30) I (=)) I ((\%3C) 1 (\<)) I ((\%::30) I (\»)) ["\ \n) * ((\%27) I (\') I (\-\-
)1(\%38)1(;))·········~~i·tiii{·~~ng·~~·~\I·~g-iiI-kh6-~·tJi\ii<=>J\i;·······-··-.-- -..-.--.--- ---..-..--.-.-
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- - -- - - -. -- - - -- --- -------- - ----- ------- ----- ---- -- --- --- - - ------- - ------ - - - - - -- - -- ~- - -- ---- --- - --- - --- ----- ---- - --- --
; ((\%27) 1 (\')) (\W)*union
'-.-------'i6i·t~{l·~6~g.~~~-~-~y-~-h~·~is--SQL-:-----------.. -.. -.--.~----.--.... -. ------. ------. --... --.-.'
i- .~~.~~-( \.~ -1-\-; i-~-(-~-1-~-)-p.\ ~~-- -------. --- ------ ---.. -- -. ----- -. ---- ---- -----. ------- ------. ---------- -~----~------~
------------.~--S-fr-d~~g-b-i-~~-th~~-~hi~-h-q~y-d~-iQ~-t~~-~6~giDAP -i~j~~t-i~~~-----.--------

;-.-(- \-)- -1-\ -(-I \-i-I- "E:; - ---- - - -. - - - - - - - - - - -- ---- - --- - - -- -- - -- - - -- ----- - - - - --- - - - - -- ---- --- - -- - - - - -- - - -- - - - - - - - - -- - -- - - - - - ---:
._-----------------------------------------------------_:_--------------------------------------------------------------~

- Cross Site Scripting (XSS):
+ LQc tat ca cac dfr li~u chua tin tu6ng mQt cach phu hqp dva tren nQi

dungHTML.
+ T~lOmQt "danh sach tr~ng" dS kiSmtra dfr li~u d~u vao mQt cach phu

hqp.
+ SU dl,lng biSu thuc chinh quy trong vi~c kiSm tra dfr li~u d~u vao dS

phat hi~n t~n cong XSS:
;--(--(-\~;:3~)-I-<-)--[-~\-~-]- ~-(-(-\ ~j~)-1-;-)-- - -- - - - - - -: - - --- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - --- - - - - - - - - - - - - - - - - - --- - - -- - - - --:
'- - - - - - - - - - - - - -- -- - --- - --- -- - - -- -- - - --- - - - - - - - - - - - - - - -- -- - - - - - - - - - - -- -- - - - - - - -- - -_. - - -: -- - - --- -- - - - -- ~- - - -- -:- - - - - -.- - - - - --'(~~'

- Insecure Direct Object References (Tham chieu trvc tiep d6i tU(Yng --
kh6ng an-toan): KiSm tra qua trinh tham chi~u trvc ti~p d~n cac tai nguyen h~n
ch~ tren h~ th6ng dS dam bao r~ng nguCri dung binh thuemg khong thS truy c~p
duQ'ccac ngu6n tai nguyen ma hQkhong co quy€n troy c~p. Nen su dl,lllgmQt co
ch~ troy c~p gian ti~p thay vi trvc tigp.

- Cross Site Request Forgery (CSRF): Vi~c ng[m ch~n CSRF yeu c~u
phai gQP nhfrng token khong co kha nang doan tru6'c trong m6i phi en giao dich.
Nhfrng token khong nhfrng la duy nh~t cho m6i phien nguai su dl,lng ma con duy
nh~t cho m6i yeu c~u gui d~n Ung dl,lng.

- Failure to Restrict URL Access (Thdt bCJitrong vi¢c hCJnchi truy"cqp cac
URL quem trO: Vi~c truy c~p vao cac URL co chilc nang quan tri c~n phai duQ'c t?:
kiSm tra thong qua qua trinh xac thvc va kiSm tra quy€n cua nguai dung tru6'c ~
khi cho phep hQ troy c~p.

- Be gay sv chzmg thvc va quan If; phien: Thi~t d~t IUQtphuang phap
chUng thvc va di€u khiSn phien nguai su dl,lng du m~nh dS tranh kh6i bi nhfrng
16i XSS ma co thS bi danh c~p phien su dl,lng ho~c co thS giai ma phi en mQt
cach dS dang.

- cdu hin_~bew mqt kh6ng an loan:' Bao m~t 1l!Qth~ th6ng noi chung phl,l
thuQc vao vi~c c~u hinh bao m~t cho cae thanh ph~n rieng Ie trong h~ th6ng nhu
Ung dl,lng web, may chu web, h~ di€u hanh may chu, cac thi~t bi v~t IY, ... T~t ca
cac thi~t d~t bao m~t nay c~n duQ'c xac dinh, thvc hi~n, bao tri va tuy~t d6i
khong nen su dl,lng cac c~u hinh bao m~t m~c dinh co s~n.



- Chuyin huang va chuyin ti~p kh6ng aur;c him tra: Hc:lnch~ su dung
chuy@nti~p va chuy@nhuang, n~u su d\mg thi phai c6 co ch~ chtmg thl,fc.

- Luu tru ma haa kh6ng an toan: Nh?n bi~t nguy co va len phuong anoao
y@d6i v6i dfr li~u tu nhfrng t~n cong ben trong hay ben ngoai, dfr li~u nh?y earn
phai luon luon ma hoa.

- Thiiu sv bao v¢ lOp v(zn chuyin: Cung c~p illQt co ch~ bao v~ cho lap
v?n chuy@nb~ng vi~c c~u hinh SSL/TLS phil hgp.

3.5. Tbi~t d~t va c~u binb CO' sO'dfr li~u an toan
Vi~c thi~t d?t va c~u hinh "c"osa dl,f li~u an toan la illQt qua trinh phuc t?P,

doi h6i nguai quan tri phai hiSu ro v@co sa dfr li~u-dang su dlfng. f)~bao v~ cho
co sa dfr li~u an to~mc~n thl,fchi~n .mQts6 bi~n phap sau:

- Luon C?P nh?t phien ban va 16i cho co sa dfr li~u illai nh~t nh~m tranh
cac 16ida duQ'ccong b6 va khai thac.

- G6 bo cac co sa dfr li~u khong su d\mg.
- GO' bo ho?c va hi~u hoa cac thti tlfc lUlltrfr ho?c nhfrng ham nh?y cam co

tuong tac v6i h~ th6ng nh~m tranh vi~c tuang tac d~n h~ th6ng tu co sa dfr li~u..
- Tach bi~t cac co sa dfr li~u S11 d\mg cho ill\lCcac dich khac nhau.
- Khoa t~t ca cac k~t n6i tu h~ th6ng ho?c tSr tmg d\lng khac ngoai ilng

d\lng web va may chu web, khong cho phep b~t kY k~t n6i trl,fc ti~p nao tu
Internet d~n database.

- C~u hinh ghi nh?t kY va theo doi nh?t kY lam vi~c cua co sa dfr li~u mQt
cach hgp IY.

- Gi6i h?n truy C?P d6i v6i cac tai khoan su d\lng (khong co quy@n xoa
( ho?c thay d6i c~u.trUc CC1 ~adfrli~u). -'-

- Phful quy@ncho cac tai khoan va cac t?P tin h~ th6ng.
- GO' bo ho?c thay d6i cac tai khoan m?c dinh va thi~t l?p m?t ~'1~u m?nh

eho cac tai khoan dang su d\lng.
- Co co ch~ sac lUlldfr li~u va ma hoa cac dfr li~u sac lUll.
- Su d\lng cac cong C\ld~ tim ki~m 16h6ng tren may chu SQL nhu MBSA

(MS SQL).

3.6. Cai d~t cae .rng dl}ng bao v~
3.6.1. Chang virus (Anti- Virus) va btio v~ an toan may tinh ca nhiin

Vi~c cai d?t cac Lmgd\lng bao v~ nhu Anti-Virus c6 tac d\lng r~t 100 trong
vi~c bao v~ h~ th6ng. Chung c6 th~ h?ll ch~ duQ'cvi~c bi cai them ma dQc trong
truang hqp ke t~n cong da xam nh?P duQ'c vao h~ th6ng, ho?c h?ll ch~ vi~c



upload cac ma dQc khi ling d\,mg web bi I6i. Cac chuang trinh Anti-Virus phai
th6a man yeu cfru sau:

- Luon a tr~mgthai dang ho~t dQng nh~m dam bilOh~ th&ng Iuon duqc-bao

- Dam bao tinh toan v~n cua t~p-tin va tai nguyen.
- Quet cac ma dQc dinh kern trong e-mail.
- C?P nh?t d~u hi~n nh?n di~n virus m6i nh~t.

D&i v6i may tinh ca nhan co th~ xem xet d.i d?t phfrn mSm bao v~ an toan may
tinh tich hqp thuang bao g6m ca chuc nang ch&ng virus, lQc tuang Ilia ca nhan.
Xcm PhI,! h:1C 3 thong tin tham khao vS cac phfrn mSm ch&ng virus va bao v~ an
toan may tinh ca nhan.

3.6.2. H~ thang phat hi~n xam nh~p may tinh (Host Based IDS)
Host Based IDS la h~ th&ng phat hi~n xam nh?p may tinh (thuang hay ap (~

dVng d&i v6i cac may chu), d6ng thai dua ra canh bao vS cac hanh dQng b~t
thuang d&iv6i tai nguyen tren h~ th&ng. Sli dvng Host Based IDS nh~m:

- Canh bao khi co S\Ithay d6i d&iv6i ma ngu6n ling dl,!ng.
- Canh bao khi co S\Ithay d6i ~&iv6i cac t~p tin h~ th&ng.
- Canh bao khi co S\Ithay d6i d6i v6i cac t~p tin h~ th6ng.

3.7. Thi~t I~p CO'ch~ sao hru va ph1}.Ch8i

3.7.1. CO' chi sao luu
Sao luu dfr Ii~u la diSu ki~n khong th~ thi~u khi tri~n khai cac giai phap ky

thu?t nh~m dam bao tinh sin sang cua dfr li~u. Vi V?y khi th\Ic hi~n sao Iuu cfrn
xac dinh mQt s6 yeu cfru sau:

_- Pht;lm vi saD luu: C..-
+ Sao Iuu toan bQ dfr Ii~u cua h~ th6ng. Co ch~ nay dam bao duqc t1nh

toan v~n cua dfr li~u va co th~ phvc h6i toan bQ dfr li~u mQt cach nhanh chong
khi h~ th6rrg bi S\I c6. Tuy nhien, doi h6i phai xay dvng mQt h~ th6ng sao Iuu
quy mo Ian.

+ Sao luu tUng phfrn rieng trong h~ th6ng. Co ch~ nay nh~m phvc h6i
nhfrng phfrn g?P S\Ic6 va khong cfrn mQt h~ th&ng sao luu quy mo Ian.

- Thai gia}) SaD lUll:

Cfrn thi~t I?p mQt co ch~ sao Iuu iheo dinh ky (ngay, tufrn, thang, ... ) mQt
cach t\I dQng, nh~m dam bao vi~c sao Iuu dfry du cac dfr li~u theo yeu cfru.

- N¢i dung saD lUll:

+ Sao luu h~ diSu hanh may chu.

+ Sao luu may chu web, Co sa dfr li~u, v.v ...

20



+ Sao lUllthu m\lc va t?P tin.

3. 7.2. CO' chi ph /:IC hai
Tuy thuQc vao tinh tr?ng hi~n t?i cila h~ th6ng va co ch~ sao lUll da duQ'c

thi~t l?p ma hJa c~<;mco ch~ ph\lc h6i dfr li~u cho h~ th6ng mQt cach thich hgp:
- Khoi ph\lc nguyen tr?ng h~ th6ng.
- Khoi ph\lc timg ph~n rieng bi~t (h~ diSu hanh, co sa dfr li~u, cac lIng

d\lng khac).
- Thuang xuyen ki~m tra ban sao luu d~ dam bao kha nang ph\lC h6i thanh

cong khi c~n thi~t.

4. DOl PHO VOl TAN CONG Tir CHOI DICH Vl}

4.1 Tfin cong tir chc3idjch v\l:
- T~n -cong tu ch6i dich V\l (DoS) 1a ki~u t~n cong vao h~ th6ng m?ng b~ng

cach lam tang d9t bi~n luu lugng bang thong, s6 lugng yeu c~u k~t n6i su d\lng
dich VI} vugt qua kha nang ma h~ th6ng c6 th~ dap Ung xu 1y, d~n d~n dich V\l
cila h~ th6ng ho?t dQng bi ch?m, m~t kha nang dap Ung ho?c m~t ki~m soM.

- T~n cong tu ch6i dich VI} phan tan (DDoS) }a d?ng t~n cong DoS nguy
hi~m nh~t khi ngu6n t~n cong nhiSu va phful b6 tren di~n rQng tren m?ng
Internet toan c~u, r~t kh6 pgan ch?n tri~t d@.Thong thuOng cac cU9Ct~n cong
DDoS duQ'cgay ra bai mQt s6 lugng kha 16n cac may tinh tren m?ng Internet bi
diSu khi~n bai tin t?C do nhi~m ma dQc thuang g<;>ila m?ng botne1o

- Nguyen t~c ch6ng t~n cong DoS la c~n phai lQc va g?t b6 duQ'c cac 1u6ng
tin t~n cong, va t6t hO'l1;J).fralangan ch?n duQ'c cac ngu6n t~n congo f)~ ch6ng
DDo-S phai vo hi~u h6a duQ'cho?t dQng cila cac m?ng botne1oD~ lam duQ'cdiSu
nay mQt cach hi~u qua thuOng doi hoi cac bi~n phap diSu ph6i lIng Clm SlJc6 a
quy mo qu6c gia hay th?m chi ph6i hgp nhiSu nuac. Do d6 khi phat hi~n c6 cac
cUQcdn cong DoS hay DDoS, cac don vi quan ly c6ng/trang TTDT c~n bao cho
Trung tam (rng Clm kh:ln c~p may Hnh Vi~t Nam (VNCERT) cang s6m cang
t610M?t khac, vi~c ap d\lng cac bi~n phap va cong C\lky thu?t t?i ch6 d~ nang
cao nang 1lJcbao v~ cac c6ng/trang 1TDT cling co hi~u qua r5_r~1o

- -
-

4.2. M(}t sc3bi~n phap ky thu~t phong chc3ng tin cong tir ch3i djch v\l:

- Tang cUOngkha nfmg xu ly cila h~ th6ng:
+ T6i uu h6a cac thu?t toan xu ~y,ma ngu6n cila may chil web,
+ Nang c~p h~ th6ng may chu,



+ Nang c~p duang truy@nva cac thiSt bt lien quan,
+ Ca-i'd~t d~y dil cac bim va cho h~ di@uhanh va cac ph~n m@mkhac d~

phong ngua kha nang bt 16itran bi) d~m, cuOp quy@ndi@ukhi~~, v~v...
- H~n chS s6 lm;mg kSt n6i t~i thiSt bt tUOng lua t6i muc an toan h~ th6ng

cho phep.
SU d\:mg cac tUOng lua cho phep lQc ni)i dung thong tin (tkng lmg dl::mg)
dS ngan ch~n cac k~t n6i nh~m t~n cong h~ th6ng.

- Phan tich lu6ng tin (traffic) d~ phat hi~n cac d~u hi~u t~n cong va cai d~t
cac tUOng Ilia cho phep IQcni)i dung thong tin (dng lmg d\lng) ngan ch~n
theo cac d~u hi~u da phat hi~n.

4.3. M<)t s&cong ci} ky thu~t phong ch&ng t~n cong tir ch&i dich vi}:

Tuy kha nang d~u tu, cac c6ng/trang TTDT co thS trang bi giai phap ho~c ("_.
su d\:mgdich Y\l ch6ng DoSIDDoS v6i cac cong C\l1<5' thu~t sau:

Sli d\lng h~ th6ng thi~t bi, ph~n m@mho~c dich Y\l giam sat an toan m~mg
(d~c bi~t v@luu IUQ11g)dS phat hi~n sam cac t~n cong tu ch6i dich V\l.
Sli d\lng thiSt bi bao v~ m~ng co dich V\l ch6ng t~n cong DDoS chuyen
nghi~p kem thea, vi d\l nhu: Arbor, Checkpoint, Imperva, Perimeter, ...



PHl) LT)C I. MUOI LOI ATTT PHO BIEN TREN CONG/TRANG TTDT

1. Tan cong Injection: bao g6m cac 16i cho phep thvc hi~n thanh c6ng cac
ki~u t~n c6ng nhu SQL Injection, OS Jnjection, LDAP Injection. Ki~u t~n c6ng
nay xay ra khi nguai dung gui cac dfr li~u kh6ng tin C?y dSn img dVng web,
nhfrng dfr li~u nay co tac dVng nhu cac d.u l~nh v6i h~ di~u hanh ho?c cac cau
truy v~n v6i ca sa dfr li~u nh~m phvc vv cho mvc dich x~u.

2. Cross Site Scripting (XSS): L6i XSS xay ra khi img dVng web nh?n cac
dfr 'll~u dQc h?{ va chuy~n no dSn trinh duy~t cho nguai citmg ma kh6ng xac nh~

l?i dfr li~u do co hqp l~ hay kh6ng. Ki~u dn c6ng nay cho phep ke t~n c6ng thlJc
thi cac do?n ma dQc trong trinh duy~t cua n?n nhan va co th~ cu&p phi en nguai
dung ho?c ch,uy~n huang nguai dung dSn cac trang dQc h?i khac.

3. Insecure Direct Object References (Tham chiiu trl;fc tiip obi tU(J'ng
khong an-toan): Vi~c tham chiSu xay ra khi nha phat tri~n Ung dVng web dua ra
tham chiSu dSn mQt d6i tugng ben trong Ung dVng nhu la mQt t?P tin, mQt thu
mvc hay mQt khoa ca sa dfr li~u. NSu vi~c ki~m tra qua trinh tham chiSu nay
khong an toan, ke t~n c6ng co th~ d~a theo d~ tham chiSu dSn cac dfr li~u ma hQ
khong co quy~n troy C?p.

4. Cross Site Request Forgery (CSRF): la ki~u t~n c6ng ma nguai dung bi
lqi dViIgD~ tfnjc thi nhfrng hanh dQng khong mong mu6n ngay tren phien ~:rlg
nh?P cua hQ. Th6ng qua vi~c gui nguai dung mQt lien kSt qua email hay chat, tin
t?C co th~ huang nguai dung thlJc thi mQt s6 hanh dQng ngay tren trinh duy~t cua
nguai dung(nhugui bai viSt, xoa bai viSt, v.v ... ).

5. FiiilunFto Re~trict URL Access (That bfli trong vi~c htJn chi tn~v ;~{jp
cac URL quan trf): Thong thuang d~ vao duqc cac duang d~n qwin tri thi Ung

dVng phai ki~m tra ngU<Ji dung co du quy~n d~ troy C?P vao do hay kh6ng ~6i
m6i hi~n thi URL va cac giao di~n qwin tri tuang img khac. f)~ tranh tinh tr?ng
nguai dung binh thuang cling truy C?P vao cac lJRL quan tri, m6i l~n truy C?P
vao cac URL nay c~n duqc ki~m tra quy~n ky cang, nSu kh6ng tin t?C co th~ truy
C?P vao_cac URL nity nh~m thgc hi~n cac hanh vi dQc h?i.

6. Be giiy Slf chung thl;fc va quan If phien: Nh~g chuc nang cua-Ung dymg
lien quan dSn SlJ chUng thgc va sg qwin ly phien lam vi~c thuang kh6ng khai t?O
dung, cho phep tin t?C t~n c6ng m?t kh~u, khoa va token cua phien lam vi~c
ho?c khai thac 16 h6ng tu nhUng sg khai t?O nay d~ gan dinh danh mQt nguai sir

dVng khac.



7. ciiu hinh hcw m~t khong an toan: la 16i lien quan d~n vi~e di;lte~u hinh
eho {mg dl,lng, framework, may ehu web, Ung dl,lng may ehu va platform su
dl,lng nhfmg gia tri thi~t di;lt mi;le dinh hoi;le kh6i t~o va duy tri nhfmgOgia tri
khong an toano

8. Chuyin hU'flng va chuyin tilp khong dutfc kiim tra: Nhi~u Ung dl,lng
thuang xuyen ehuy~n ti~p hoi;le ehuySn huang nguai su dl,lng d~n nhfrng trang
hoi;lenhfmg website va su dl,lng nhfmg dfr li~u ehua tin tu6ng d~ xae dinh nhfrng
trang dieh. Khong co Sl! ki~m tra phil hqp, tin ti;lcco th~ chuySn huang n~n nhan
d~n cae trang gia m<:l0hoi;lccac trang co chua ma d9C, hoi;lcchuy~n ti~p d~n cac
trang web doi lam thu t\lCxac th\Ic nh~m danh c~p thong tin ca nhan.

9. Luu trie mfl h6a khong an toan: Vng d\lng web khong co ca ch~ bao v~
ho~c tuy co co ch~ ma hoa va hashing (barn) dfr li~u dS luu trfr nhrmg su d\lng
khong dung cach d6i v6i nhfmg dfr li~u quan trQng, nhu Ia thong tin the tin d\lng, (~
thong tin ca nhan va nhfrng thong tin chUng th\Ic. Do do tin ti;lcco th~ 19i d\lng
nhfrng ke hernay dS danh c~p nhfmg dfr li~u c§.ndugc bao v~.

10. Thilu sl;l' hao Vf lOp v~n chuyin: Cac {mg d\lng khong ma hoa dfr li~u
khi truy~n nhUng thong tin quan trQng, hoi;lcn~u co ma hoa thi l~i chi co thS su
d\lng cac chUng th\Ic h~t h~n hoi;lckhong hqp l~.

c



PHU LUC 2. THONG TIN THAM KHA-a VE cAc TUONG LUA

1. Firewall ckng
+ Checkpoint (http://www.ch"eckpoint.com)
+ Juniper (http://www.juniper.net)
+ Cisco (http://www.cisco.com)
+ Endian (http://www.endian.com)
+ Astaro (http://www.astaro.com)

2. Firewall mJm

- Bim thuong m?i:
+ Micrqsoft Internet Security and Acceleration (ISA) Server

(http://www.microsoft.com )

- Ba~ miSn phi (ma ngu6n ma):

+ netfilterliptables (http://www.nettilter.org)
+ pfSense (http://www.pfsense.org)
+ IPCop (http://www.ipcop.org)
+ Shorewall (http://shorewall.net)
+ Smooth Wall (http://www.smoothwaIl.org)
+ Vyatta (http://www.vyatta.org)

3. Web Application Firewall (WAF)

- Cac phien ban ma ngu6n roO' WAF ph6 bi~n:
+ WebKnight (http://www:aqtronix.com/?PageID=99)
+ ModSecurity (http://www. modsecurity. org)
+ URLScan (http://www.iis.net/download/urlscan)

- Ngmhra con cac ban WAF thuang m?i n6i ti~ng sau:
+ Hyperguard (http://www.artofdefence.com/en/products/hyperguard. html)
+ WebDefend (http://www.breach.com/products/webdefend. htmD
+ DotDefender-(http://www.applicure.com!)

- -
+ NetScaler application firewalls (h!tp://www.citJ:ix.com) -
+ Eeye' s SecureIIS (http://www.eeye.com/Products/SecureIIS- Web-Server-
Security. aspx)
+ Appwall (http://www.radware.com)

http://www.artofdefence.com/en/products/hyperguard.
http://www.breach.com/products/webdefend.


ModSecurity: la ph~n m~m ngu6n ma co th~ ho?t QQngnhu mQt module
trong may chu Apache ho?c la mQt thanh ph~n dQc l?p. ModSecurity su dl;mg
bi~u thuc chinh quy trong vi~c b<!l.0v~ may chu web tu d.c cUQct~n cong cfugc
xac dinh truac dva theo cac dau hi~u ho?c cac cUQCtan c6ng bat thuemg khac.
Ben c?nh do, Mo.dSecurity cung co ma nang lQCcac sieu kY tl,l'do nguai dung
chen vao lmg dl,lngweb. Toan bi? qua trinh cai a?t va c~u hinh co thS tham khao
them t'ili:http://www.modsecurity. org/documentation

URLScan: la mi?t san ph~m cua Microsoft danh rieng cho cac may chu web
IIS. URL scan kh6ng chi bao v~ may chu IIS 6 kh6i cac aiSm y~u tu cac phi en
ban cu han ma con cung cap them cac bi~n phap bao v~ khac nhu lQc dfr li~u ma
hoa tren URL ho?c lQc cac sieu ky tv do nguai dung chen vao as ch6ng l'ili cac
lo?i tan cong nhu XSS, SQL Injection, v.v ... Tham khao cach cai G?t va su dl,lng
uRLScan t?i: http://www.iis.net/download/urlscan

http://www.modsecurity.
http://www.iis.net/download/urlscan


PHl) LlJC 3. THONG TIN THAM KHAO VE cAc PHAN MEM CHONG
VIRUS vA. BAO V~ AN TOA.N MA.Y TiNH cA NHAN

1. Ban san xuat trong nu6'c:
+BKA V (http://www.bkav.com.vn)
+ CMC AntiVirus (http://www3.cmcinfosec.com)

2. Ban thuung mfJi nu6'c ngoai:
+ AirScanner (www.airscanner.com)
+ BitDefender (www.bitdefender.com )
+ Computer Associates (www.ca.com )
+ F-Secure (www.f-secure.com )
+-Kaspersky (www.kaspersky.com )
+ McAfee (www.mcafee.com)
+ Symantec (www.symantec.com)
+ Trend Micro (trendmicro. com)
+ Avast (www.avast.com)
+ Avira (www.avira.com)

3. Ban mign phi:
+ Avast Free AntiVirus (http://www.avast.com)
+ Avira AntiVir Personal Free (http://www.avira.com)
+ Microsoft Se~~rityEssentials (http://www.microsoft.com)

. + Panda Cloud AntiVirus (http://www.pandasecuritv.com)
+ Comodo Internet Security (http://comodo.com)
+ AVG AntiVirus (http://www.free.avg.com)

http://www.bitdefender.com
http://www.ca.com
http://www.f-secure.com
http://www.kaspersky.com

